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MAKING SENSE OF THE  
COMPLINACE MAZE





FLASH FACE 
DISTORTION 
EFFECT (FFDE) 

• A phenomenon where, when 
faces are rapidly alternated and 
viewed peripherally, they appear 
grotesque and exaggerated. 

• Distortions seemed to be caused 
by the brain’s heightened 
sensitivity to deviations from 
normal face templates, leading to 
exaggerated perceptions of those 
differences



SO, WHAT’S THE CONNECTION HERE… 

FLASH FACE DISTORTION EFFECT CMMC COMPLIANCE

Faces appear distorted when shown quickly and 
without context

Controls seem overwhelming when only viewed 
during an audit

Your brain exaggerates differences Teams overreact to issues because they lack 
baseline understanding

It’s an illusion So is thinking your SSP alone will save your contract

VS



“Just like the Flash Face Distortion Effect tricks your 
eyes by isolating features without context, CMMC 
compliance fails when we isolate controls from the 

bigger security picture. It's not about what looks wrong 
— it's about what is missing.”



WHAT IS CMMC?



• The CMMC Program aligns with the DoD’s 
existing information security requirements for 
the DIB.

• The program provides the DoD with increased 
assurance that contractors and 
subcontractors are meeting the cybersecurity 
requirements for nonfederal systems 
processing controlled unclassified information.

• The FAR requires compliance with 15 security 
basic cybersecurity requirements. FAR clause 
52.204–21 (b)(1), items (i) through (xv) identify 
these requirements. These security 
requirements map to 17 security requirements 
in NIST SP 800– 171 R2.

CMMC PROGRAM OVERVIEW 



CMMC 
AIMS 
TO…

Safeguard sensitive information to enable and protect the warfighter

Dynamically enhance DIB cybersecurity to meet evolving threats

Ensure accountability while minimizing barriers to compliance with 
DoD requirements

Contribute towards instilling a collaborative culture of cybersecurity 
and cyber resilience

Maintain public trust through high professional and ethical 
standards

The Cyber AB - https://www.cyberab.org/What-is-CMMC 



WHO MUST ADHERE TO CMMC

FEDERAL CONTRACT 
INFORMATION (FCI) 

CONTROLLED UNCLASSIFIED 
INFORMATION (CUI) 

All DoD prime- and sub-contractors planning to bid on future contracts with with the 
CMMC DFARS clause



CMMC TIMELINE 

CMMC TIMELINE
JUL

AUG

SEP

OCT

NOV

DEC

JAN

FEB

MAR

APR

MAY

JUN

JUL

Title 48 proposed rule published
Title 32 CMMC rule becomes final

Title 32 CMMC final rule published 

• CMMC is effective 
Dec. 16, 2024 

• CMMC C3PAO 
assessments start

• CMMC codified in DFARS 
with Title 48 Rule

• CMMC becomes a 
contractual requirement

20
24

20
25



MYTH VS. RELAITY



We will get a waver.

It will just get postponed indefinitely.
We can outsource it all.

All companies need Level 3.

My contract will never change. 



CMMC only applies to 
prime contractors.



CMMC applies to everyone in the 
DIB, including subcontractors, 
vendors, and suppliers, if they 
handle Controlled Unclassified 
Information (CUI) or Federal 
Contract Information (FCI).



CMMC is only about 
NIST 800-171



While NIST 800-171 is a key 
component of CMMC, it is not the 
only aspect. It’s about alignment 
with regulation and demonstrating 
continuous improvement.  



CMMC Level 2 only 
applies to large 
organizations.



If your organization is being asked 
to safeguard CUI, CMMC will apply 
to you as well. 



REAL WORLD CONSEQUENCES





IS CMMC ALL I SHOULD BE WORRIED ABOUT?



SHORT ANSWER… NO



GETTING COMPLIANT 

MAKE COMPLINACE A 
CULTURE 

GET BACK TO THE 
TEXT 

KNOW AND CONTROL 
YOUR DATA

GET SOME QUICK 
WINS 



KEY TAKEAWAYS 

• CMMC Is Real and Rising
CMMC 2.0 is not a drill — contracts will require certification and audits.

• DFARS Compliance Already Has Teeth
Just ask Aerojet Rocketdyne — $9M later, non-compliance isn't theoretical.

• Spot-Check Compliance = Flash Face Illusion
Don’t just chase what looks wrong. Build a full-picture, continuous program.

• Self-Attestation ≠ Safety
False claims can trigger False Claims Act violations. Document, don’t assume.

• 3 Steps to Safeguard Your Contracts
Align with corporate compliance
Embed security in daily ops
Make audit-readiness a living practice
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