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Inside the Cyber Battlefield: How China Threats 
Target U.S. Critical Infrastructure & Defense
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What is CISA?

§ The Cybersecurity and Infrastructure Security Agency (CISA) works with 
partners to defend against cybersecurity threats

§ Threat Hunting’s Mission is to hunt cyber threats targeting U.S. infrastructure 
to mitigate national risk

§ Forensic Investigations and Incident Response support for Federal Civilian 
Government (.gov) and critical infrastructure
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How does CISA do its Mission?

§ Voluntary Incident Response Deployments

§ Voluntary Technical Services

§ Baseline of Visibility and Security across the “.gov”

§ Close Partnership with IC, Industry, and International Partners
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PRC Threats

§ PRC shift to pre-positioning for possible disruptive cyberattacks

§ Persistent, Sophisticated, and well-resourced

§ Continuous cyber espionage campaigns

§ Volt Typhoon and Salt Typhoon
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What to Defend

§ What HVAs could disrupt US Intelligence Community/DoD?

§ What could lead to access elsewhere?

§ What would provide intelligence value?
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How to Defend

§ Do the Basics

§ Patch Top Routinely Exploited Vulnerabilities

§ Defense-in-Depth/ZeroTrust

§ Breaches will happen
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Additional Resources

§ CISA

§ DC3
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For more information:
www.cisa.gov

Incident?
Email: report@cisa.gov

Phone: 1-844-Say-CISA

Questions?
Email:Ronald.Gauvin@cisa.gov

mailto:report@cisa.gov

