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About NCSC ..

NCSC Mission

* Lead and support the U.S. Government’s
counterintelligence and security activities critical
to protecting our nation

* Provide counterintelligence outreach to U.S.
private sector entities at risk of foreign intelligence
penetration

* |ssue public warnings regarding intelligence
threats to the United States
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An Evolving Threat Landscape: More, More, and
More

The Cl community — and you — face an increasingly complicated threat
landscape that includes:

* More adversaries
* Harnessing more capabilities

 Going after more targets
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%ﬁ) ONLINE TARGETING OF CURRENT & FORMER U.S. GOVERNMENT EMPLOYEES

A

Foreign intelligence entities, particularly those in China, are targeting current and former U.S. government (USG) employees for recruitment by posing as consulting firms, corporate

h

eadhunters, think tanks, and other entities on social and professional networking sites. Their deceptive online job offers, and other virtual approaches, have become more sophisticated

in targeting unwitting individuals with USG backgrounds seeking new employment. Current and former federal employees should beware of these approaches and understand the

p

otential consequences of engaging. U.S. clearance holders are reminded of their legal obligation to protect classified data even after departing USG service.

. RED FLAGS MITIGATION STRATEGIES

Signs of Potential Online Targeting by Malicious Actors Employees Employers

Onlire targeting may occur on social media, professional networking sites, and online job

boards, as well as through direct contact via email and various messaging platforms. » Practice good cyber hygiene when using social and professional networking sites and other = Train employees on cyber hygiene and the deceptive online recruitment tactics used by
Recruiters may appear to be affiliated with a legitimate firm from a non-alerting country. platforms. foreign intelligence entities.
= Make yourself a harder target. Be careful what you post online about your work (particularly « Ensure employees know which information related to their jobs is sensitive and must be
security clearances), as it could draw unwanted attention from threat actors. Review your protected. Do not leave gray areas.
online account settings to control data_ about you that is p_-ub!ur.ly av:_allable. C_urrenh"[mmer - Communicate well and often with employees to minimize confusion or frustration. Be
clearance holders must also follow their agency’s prepublication review requirements. transparent and respend to concerns with patience and empathy.
. AT - T
= Don't accept online invitations to connect with strangers unless you can validate them first - Coordinate with HR, IT, Labor & Employee Relations, and personnel/physical security
B e by be " through other means. offices to make organized hensive d lans. E |
suspicious ef jobss offering y - ) } ; ) i  organized, comprehensive departure plans. Ensure employees are brief
remate or flexitle work and ARy » Conduct rigorous due diligence on the individual and/or entity offering the job opportunity. out of any sencitive pragrams and remind them of their duties to protect information in
disproportionately high i . . : . i
L;:?E‘J'.:Ti e :‘ﬂ'ﬂwh g platforn « Familiarize yourself with the outside employment requirements of your department or perpetuity.
pd s oy agency if you are a current USG employee. Declare and obtain advance permission for all - Provide easy access to support services (mental, financial, career, etc) for both current
outside employment, including gig work. Protect yourself by ensuring a security officer and departing employees. Ensure employees understand any prepublication review
reviews and approves any outside employment offer. requirements.

Requests: The recruster
may initially request you
previce written reports
on innocuous togecs for
the j
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INSIDER THREAT GUIDE

A Compendium of Best Practices to Accompany
the National Insider Threat Minimum Standards
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PRC STATE-SPONSORED CYBER
ACTIVITY: ACTIONS FOR CRITICAL
INFRASTRUCTURE LEADERS

.4%-;‘! A 5 D AULTEALIAN I * I Communications Centra da la sécurité
i BIRECFanaTE y Security Establishment  des télécommunications
4 ralign Cnermnml
~.::l..~..,.humwl.l ACSC EF Canadian Centre Centre canadien
for Cyber Security pour la cybersécurité

Mational Cyber
Security Centre

PART OF THE GCS8

.| National Cyber / /

Securr[y Centre
a part of GCHQ
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PROTECTING CRITICAL SUPPLY CHAINS

Building a Resilient Ecosystem
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1. Security Advice forEmergmgTechnology 1. Security Advice for Emerging Technology
Companies Investors

2. Scenarios and Mitigating Actions 2. Due Diligence Guidance

3. Travel Guidance 3. Investors Summary

4. Due Diligence Guidance 4. Key Considerations for Informed Investment

5. Companies Summary

6. Companies Quick Reference Guide

Visit: https://www.dni.gov/index.php/ncsc-what-we-do/secure-innovation
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U.S. Business Risk: People's Republic of China (PRC) Laws

Expand Beijing's Oversight of Foreign and Domestic Companies NF“ g

OVERVIEW

Since 2015, the PRC has passed or updated comprehensive national security, cybersecurity, and data
privacy laws and regulations, expanding Beijing's oversight of domestic and foreign (including U.S.)
companies operating within China. Beijing views inadequate government control of information within
China and its outbound flow as a national security risk. These laws provide the PRC government with
expanded legal grounds for accessing and controlling data held by U.S. firms in China. U.S. companies
and individuals in China could also face penalties for traditional business activities that Beijing deems
acts of espionage or for actions that Beijing believes assist foreign sanctions against China. The laws may
also compel locally-employed PRC nationals of U.S. firms to assist in PRC intelligence efforts.

LAWS AND THEIR IMPLICATIONS
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rsonnel Security: Trusted Workforce 2.0

P

(D

Personnel Vetting
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SAFEGLIARDING THE LLS. DEFENSE INDUSTRIAL
BASE AND PRIVATE INDUSTRY AGAINST SABOTAGE

The Russian government has been using its in

rvices to plan and conduct sabotage operation!
targeting Europe's defense industrial ba
\nclud\nupmalemdu empt to undermine
s sabotage activities in

potentially at home. Such sabotage aperations can s
fear and doubt, damage important infrastructure, disrupt
commerce, or cause injury and death. U.S. companies,
particularly those supparting entities involved in the
Ul\ramecunlhrtnrulheangumggr—‘BpDIIIICMcI flicts,
gilance and

Over the last year, the Russian
proxies have planned and direc

European military installations, foreign de!snss
companies, logistics facilities, and public utiliti

V‘Drlt unde[mln llied support to Ukraine. Rus

ices are recruiting crimin:
pi in Europe, and may also try to
identify and recruit DIB insiders.

= April 2024: UK. authorities charged several Britons
for planning and conducting an arson attack on a
Ukraine-linked business in London on behalf of
Russian intelligence.

» June 2024: Polish authorities announced they had
arrested 18 individuals over the past six months on
charges including plotting arson and other acts of
sabotage across Poland

One of these fires d

INDICATORS

Sabotage can involve several steps before actual attacks,

including planning, preparation, surveillance, and

recruitment. Some acts of sabotage are d

the hand of the perp

equipment failures. Potential sab lagemd\camr((u

which you should be alert include:

= Explicit or implied threats to fa

Such threats— municated in p
may identify specific attack- p\.mnmg I:Iplawl..‘

or personnel.

including targets, timeframes, and participant roles.

Online posts by individuals noting their intent to

commit violence, or a direct threat with

justification for action.

Photographic or video surveillance, including

drone or small unmanned aircraft systems

operating near faciliti

employees who bring unauthorized cameras, tﬂuls
ftware into the workplace.

Physical threats or intrusions,

Ioitering or entry attempts by unauthori

personnel, or trespassing and vandali

around the facility, which may indicate casing and

perimeter security tests.

Indications that outsiders are eliciting your

organization's staff, including individuals

contacting employees with requests for proprietary

or sensitive information.

Observed cyber attacks or successful

network penetrations.

Company personnel seeking physical or digital
access beyond their normal duties.

National Counterintelligence and Security Center

S — https://www.ncsc.gov

SAFEGUARDING OUR CRITICAL INFRASTRUCTURE

VIGILANCE MAKES A DIFFERENCE

THRE

Critical infrastructure is the ba

SAFEGLIARDING OUR INNOVATIO

f the U.S. economy; it is essential to public health and safety, national
d resilience. Some ructure sectors—communications, energy, fi
ldl sportation systems, and wate| wastewater systems—are interconnected to an exte
compromise to one sector could harm or compromise other sectors.

THREAT

= Route investments Ihrough intermediaries in
the to re the

dversaries and their foreign intelligence entities (FIEs)® un an

degrading them could hinder our national response in the event of crisis or war, givel El
could cause ic, erode confidence in the government, and complicate leadership decision-making.

FIEs exploit and attack U.S. critical infrastructure in many different ways. They r collection targets,
exploit cyber networks, use known and zero-day cyber vulnerabilities to gain per nt access to systems and
networks. They conduct physical reconnaissance, use insiders, and gain access via strategic investments. They also
exploit supply chains by inserting malicious or backdoo essible hardware, firmware, and sof eto try and

disrupt or destroy services that rely on interconnected s
IMPACT NDICATORS

Efforts by foreign threat actors luddvlva.le U.S. critical Acti
infrastr ctors could impac! national and
nd public health and safety by: help authoriti
degrading, or denying ntial services Be attentive to t
to citizens and businesses, including during
emergencies and disaster recovery.

military mobilization efforts.

« Use minority and limited partner investments.

+ Attempt to acquire sensitive and proprietary data
t d

Feople s Republlc of China (PRC] government directs

Startups can be denied U.S. government con- on of, U.S. :ompames

tracts or funding

ties targeting U.S. critical infrastructure are often
observable. Spotting and reporting these indicator

+ Unexplained systems and communications outages
or unusually-high equipment failure rates.

+ Unusually high cyber ac

from unknown parties.
ive data related to infrastructure
etworks.

« Employees exceeding their aceess privileges, asking
. - for sensitive, internal, and proprietary information

= Harming the U.S. econamy by disrupting utility unrelated to their job responsibilities.
operations and financial services.

o « Outside parties seeking to tour ities or asking
- Disrupting national and global commeree by probing questions ahout sensitive, internal, and
mpeding communications, transportation, and proprietary information.
shipping logistics.

« Atternpts to recruit technical experts, including
thraugh invitations of foreign travel, employment

and financial incentives in exchange for

y information.

or
+ Unsolicited offers to establish joint ventures with

priet

companies tied to foreign governm state-
owned enterprises.
For example, foreign threat actors may:
m ):J' « Structure their investments to avoid scrutiny
@ Pty th t I

“For s of this bulletin, a Foreig 9
conducts intelligence activities 1o acquire U.S. infory
us. or condtuct assassir

r suspected non-stat
influence U

lic opinion,

tins. This term

foreign cyberactors, or foreign corpor

or organizat
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H\«ow to Reach Us

We value your feedback!

* Let us know how we did with today’s briefing!

* Are our products helpful? How can we improve?
 What additional guidance/tools/resources would be beneficial to you?

Email us: NCSC_Outreach@dni.gov
Visit our website: https://www.NCSC.gov
Follow us on X (Twitter): @NCSCgov

Follow us on LinkedIn: https://www.linkedin.com/company/national-counterintelligence-
and-security-center
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